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Why are you here?

Children Online

Cyberbullying Grooming Inappropriate Losing control over
Websites pictures and videos
Social Media Uncensored Gaming Sexting
Exploration
Health lllegal Material Digital Footprints Privacy
Data / Wi-Fi Overuse Contact Details Sharing




Typical Conversations - Parents & School

ey have del et
i a

account so




What we at George Spencer Academy would like to share with you

Risks / Positives

Case Study - Student X 13 Years Old

School

Legal Implications

Reporting Incidents

Digital Footprint

Top Tips




Risks / Positives

Sharing Personal Information

Unwanted Contact

Harmful content

lllegal material

Privacy

Overuse & Unhealthy Networking

Communication Skills

Computer Skills

Research

Creativity

Confidence

Money Management
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[Z] Add Photos/Video

What's on your mind?

n Update Status E Create Photo Album
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Hometown Motors
Sponsored - @

Experience the Hometown Motors Difference - Large Inventory Selection and
Excellent Customer Service. Schedule Your Test Drive Today.

2013 Ford F-150 : $25,615.00

Motor Trend Certified and Centified Vehicle. Don't Miss Out On This Vehicle From
Hometown Motors.

Shop Now

Uike Comment # Share

Social Media

~* NCIS: Actor Michael Weatherly to Leave
CBS Drama, Network Confirms

v See More

SUGGESTED PAGES

InTouch Weekly @
Magazine - 2,251,181 likes

il Like Page

PEOPLE TO FOLLOW What's This?

Mark Zuckerberg @
Works at Chan Zuckerberg Initiative
47,367,521 followers

A Follow
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What is sexting?

wMany professional s theserdingloepostirsyehsdxually gugdestive imnages,
i ncluding nude or semi nude photographs via mot

wChildren are more likely to consider sextingt o varigng @&nd sharing explicit messages with
people they knowbo

)

e-safety

training & consultancy



Youth produced sexual imagery

wYoung people sharing images that they or another young person have created
wSexual is clearer than indecent
wlmagery covers photographs and moving imagery

)

e-safety

training & consultancy



Youth produced sexual imagery and the law

wMaking, possessing and and distributing any imagery of
someone under 18 which is indecent is illegal

wr his includes imagery of yourself

It is an offence to:

wPossess, distribute, show and make indecent images of
children

wlhe Sexual Offences Act 2003 defines a child for the
purposes of indecent images as anyone under the age f

of 18
e-safety

training & consultancy



Prevalence of sexting

«88% had received a sexually
explicit text or email, majority
were peers.

wisharing is reinforcing age old
stereotypes between girls
and boys. For boys its
currency. o

e-safety

training & consultancy



Prevalence of sexting

wl3% of boys and girls had taken
topless pictures of themselves (1
in 4 were girls)

w3% had shared a fully naked
picture

wb5% had shared the image with
others

w31% had shared it with someone
they didnd know

Source: NSPCC and Chil drenos

Commissioner 2016 ‘T

e-safety

training & consultancy



Prevalence and motivations for sexting

Figure 1: Stapes of sandirg nude immages

wInternet use 1 natural part of life
w Mainly used for socialising

:--ruhrlrn-p

Living life online

wGirls sharing images for e

more 6jokeyo6 images et o s Rges Comaration )
wGenerally the sharing was —
w Most images were sent from home from a private

place T,:E:;r::""i:'—“?"' o ek e
w Fun and excitement = Social sccepamcartecasse oshers are deing oot comtent |

o Faey af 3 reavaentis o secogal relsionshap

w A way of meeting new people

) . Afser sending
w Affirmation
. Cosssquences Dechbons afterwards
w Social acceptance SESmAm aaqmacst = Teting others
. Beh, al chamgnt oo P | sl apednt
wRomantic and sexual and a
love for someone “
w Trusting the recipient of the image I
. . o' Young peasks

w Most young people felt anxious after it was sent SPamms, caresakers and
e-safety
fraining & consultancy



Where are they sharing images?

wMessaging apps
wSocial networks
wMobile to mobile
wSocial networks
wSocial apps
wWeb sites




-
Very few parents feel their child has sent a

sexual image or video of themselves

Likelihood of child sending a sexual image of themselves to another person

mVery likely  ®mQuite likely @ Neither likely nor unlikely ~ ®mQuite unlikely  ®Very unlikely  ®mDon't know

Likelihood of child sending a sexual video of themselves to another person

mVery likely mQuite likely @ Neither likely nor unlikely = Quite unlikely  ®mVery unlikely mDon't know



Authenticity of information shared with you this evening

Social Inclusion Specialists

Pastoral Leaders

Family Lives (Website)

Think U Know (Campaign)
CEOP (Police)




Student X - 13 Years Old




Based on a real Case Study from the last five years within the locality

- Student X started to talk to an older student from a different school through a
6someone you may knowdé section on a soci al

- Student X accepted a o6friend requestd and b

- Student X was flattered by the attention from an older student and even shared their
actions with her close friends about their conversations

- Student X had been talking for 4-5 weeks now. Conversations had now taken place
over social media, phone conversations, picture messaging, text and video calls.

- After 6 weeks, student X had started to receive messages from other students from
their own school and others within the locality




Based on a real Case Study from the last five years within the locality

- Student X had shared a 6nuded i mage wilth th
back from them

- Student X found out that their image had been shared amongst many students in
their year group and was continuing to circulate and even ending up on a website

- Student X had no idea what to do and was too scared to tell anyone at home.

- Student X decided to inform their year team
others in their year group, along with others.

- When the immediate investigation was conducted with the student, it became clear
that Student X had lost control of personal images that had been shared in
confidence with another pupil

- Student X didnoét feel safe




Based on a real Case Study from the last five years within the locality

- The student was supported and an immediate action plan put in place to ensure the
pupil felt safe. The pupil was praised on confiding in the school.

- Pupil X were told that the school were obligated to share the situation with their
parents

- The school started an investigation

- Parents were informed immediately about the situation and that an investigation
was underway to support the student

- Statements gathered from Student X and other students who were known to have
seen or have the image(s).

- A dialogue opened up with the school of the older student

- Reviewing the statements with relevant teams within school and leadership, it was
concluded that this was now beyond t he
passed onto the police to be treated as a police matter.




Based on a real Case Study from the last five years within the locality

- Police contact was made with the home of pupil X

- The police worked with the family concerned, gathering statements and requesting
many of the devices that were used to communicate with the older student

- Some time passedée

- The police were aware of the older student for previous minor offences and similar
statements against them had been made from other younger pupils within the
locality

- Support provided by the pastoral team for Student X through weekly appointments
- Parents received some further guidance




Based on a real Case Study from the last five years within the locality

- Student X receives support from home and school

- Student X is still coming to terms with once a digital image is released and shared,
there are never any guarantees it wono6t pop

- Outside agency - internet safety




Our School

Set Up

Pastoral Support:
Director of Learning / PSA / Learning Manager

Safeguarding Officers
Mrs Caroline Holland / Mrs Amanda Bostock / Mr Hartley

Rules at George Spencer Academy in relation to use of Social Media

- Please be aware that school will look into issues concerning social networking sites
i f it 1is affecting a st-udcbnolgiespolicg)bi I i ty to |
- We will confiscate phones and look through them if needed.




Reporting Incidents

George Spencer Academy

CLICK CEOP
Visit ceop.police.uk

stopbullying@george-spencer.notts.sch.uk

Text: 08969203860

m 101 - Report to the police

08001111/ %)/é



mailto:stopbullying@george-spencer.notts.sch.uk

Mr. Radford




Digital Footprint

What is a digital footprint?
A digital footprint is data that is left behind when users have been online. (Your online presence)

7% of Americans can be identified online with just three facts about them: ZIP code, birthday, and
gender (Morehouse, 2011).

In 2009, 45% of all hiring managers used search engines to research the digital footprint of potential
applicants - up from 26% the previous year (Cowell, 2010).

63% of hiring managers decided not to hire an applicant because they found something questionable
about that person on a social networking site (Cowell, 2010).

Most people don't know what's in their digital footprint: only 3% of people perform a search on
themselves regularly, and almost three-quarters have only searched for themselves once or twice
(Cowell, 2010). - /
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Facebook b 136 Keek
(Ages specified in terms as of 2014)

Instagram Foursquare
Pinterest WeChat
Google+ . Kik
Tumblr Vine Path Flickr

18

(13 with
parents’
permission)

Tinder
Reddit WhatsApp
Snapchat | inkedin
Secret ’




Just over two fifths of parents have spoken to their child
about sexting

Have you ever spoken to your child about ) )
sexting? What prompted discussion

(Top 10 Answers)

It was the right time -' 21%
Sexting on TV 16%
Sexting in the news 12%
School 9%
Want ed t.ﬁ%toé
i Just came up.i?l%generalé
once more No- but | . ; 4
intendto  No-1do Part of W|der.c6%nversat|one

than not
once - , .
ated to intend to | am open/ [ilh6rest withe

Sexting in media [ 5% -\/
e. o | heard/ read about it [l 4% %

39%

ilt was r e
awareness days they'd
had at sch

Mother/Father, Scotland,
Child age 16

fiMy child had an
inappropriate image
on her pho

Mother/Father, Scotland,
Child age 16




.
Knowledge gaps reflect topics parents feel less
comfortable talking to their children about

Do you feel you have enough knowledge to talk to your child about
the following topics?

Sexting in general 76% 15% 9%

The risks of sexting 80% 13% 7%

Difficulty of getting images 51% 5% 10%
removed from the internet

What you should and 8504 159 86,

shouldn't share
The pressures that young
peopl e can
The importance of consent

77% 15% 8%

9 %6%
in healthy relationships A 10%6%
The law around sexting 40% 47% 14%
How to get help if sexting e T — .\ /
goes wrong
mYes mNo mDon't know %Ié



-
The two primary starting points for parents are their

c hi |Isdhoa and then the police

I would now like you to imagine that your child has sent a sexual image of themselves
to another child. The child has now shared the image with the rest of the school and
also posted it online.

Initial Reaction (Top 10 Answers)

Contact the school 40%
Contact the police 35%
Try to get image removed 17%
Speak to my child 15%
Contact other child's parents 12%
Explain consequences to my child [ 7%
Get help/ advice/ support [l 7%
Punish my child [l 6%

Al would inform
school, the other child's
parents and | would seriously
reprimand my child and explain
the long term effects of their
actions. 0
Mother/Father, North East, Child

the police

Contact the head teacher [l 6% .\ /

Contact provider and request removal [l 5% %




e
Only around half of parents feel confident that they

could access the right help

Where would you turn for

help?

Top 10 places to turn for those who Top 10 places to turn for those who do
do feel confident: not feel confident:

1. School 1. Police

2. Police (joint with school) 2. School

3. CEOP 3. Friends or Family (joint with

4. Friends or Family school)

5. Professionals 4. CEOP

6. Helplines 5. Helplines

7. Internet 6. Professionals

8. Social networking sites 7. Internet

9. Other parents 8. Online forums

10. Online forums 9. Social networking sites

10. Other parents




Top Tips
Communication with your son/daughter
ATalk to your child about online grooming
ATalk to them &éndsit ft héiey amlei met friends in 6real 6
ALet your child know that you are always there for s
control online
ALearn how to report any inappropriate contact made

I i f e




Top Tips

Further Social Media Recommendations

- Security settings need t o be-cematentst ppststardmphomsrds onl yo, t
- Theseii Fr i e meddstabe people they know and trust in the real world
- Content - Only post content and photos they wouldn't mind showing you!
- Try your very best to beacdbdokiipeasdd® mwott hgetoufii rcvho ll\de o

discussions / arguments

- Learn how to report an issue directly to Facebook

- Help set up their profile

- Add your email as the main contact (if possible)

- O0Li ked the Click CEOP page
- Check in and keep updated




Year 7 & Year 8

As a further recommendation from us:
w You need to be intrusive
w Know their passwords
w Learn how to monitor their online usage and activity
w How to use parental controls




Further Guidance & Reading

http://mwww.familylives.org.uk/advice/your-family/online-safety

CEORP (Child Exploitation and Online Protection Unit)

Think U Know

Top Tips Hand Out



http://www.familylives.org.uk/advice/your-family/online-safety/digital-footprints/

Thank you
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